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1
Decision/action requested

This contribution proposes a change to the key derivation in solution #1.1 of TR 33.856
2
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3
Rationale

Currently in solution #1.1, there derivation of IKSRVCC and CKSRVCC from KAMF is performed in the following steps:
1) The AMF derives K'ASME using the KAMF key and the current downlink 5G NAS COUNT of the current 5G security context as described in clause 8.6.1 of TS 33.501 [2]. This derived key is passed to the MME.
- see step 4 from subclause 6.1.2 of TR 33.856 [1]

2) The MME the either derives the CKSRVCC and IKSRVCC from the new K'ASME or treats the derived K'ASME key as the concatenation of the CKSRVCC and IKSRVCC.

- see step 6 from subclause 6.1.2 of TR 33.856 [1]
From a security perspective it would be enough to in effect derive the CKSRVCC and IKSRVCC directly from the KAMF as the AMF is aware that the UE is being passed to UTRAN, i.e. treat the derived K'ASME key as the concatenation of the CKSRVCC and IKSRVCC (note: for the purpose of the discussion here we are not going into how the keys are carried from the AMF to the MSC server). 
It would also be simpler in the sense that it is only necessary for the AMF to pass any inputs to the key derivation function to the UE. Of course, the key derivation at the MME could only use fixed inputs but then this is not really doing anything that couldn’t be done at the AMF.

The problem with taking this simple approach is that in effect a K'ASME get passed to the RNC. This is not a desirable security property. A much better approach would be to use a new FC value for the key derivation at the AMF to provide different keys for a handover to EPC and handovers to UTRAN CS. This is a desirable property in its own right as it binds the derived key to a particular usage. It further means that the AMF of an operator that does not deploy 5G to UTRAN CS SRVCC never outputs a key that could be used for such a handover. 
The below pCR implements that change in the specification. 
4
Detailed proposal

It is proposed that SA3 approve the below pCR for inclusion in TR 33.856. 
**** FIRST CHANGE ****

6.1.2
Solution details
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Figure6.1.2: key derivation of 5G to UTRAN CS during SRVCC without direct interface between AMF and MSC server
1. The gNB sends Handover Required message to the AMF.

2. The AMF derives a new K'ASME key using the KAMF key and the current downlink 5G NAS COUNT of the current 5G security context similar to as described in clause 8.6.1 of TS 33.501 [1] but using a new FC value in the key derivation to separate between the cases of handover to 4G and SRVCC to UTRAN CS.

3. The AMF assigns the value of ngKSI to the eKSI (maps ngKSI to eKSI) and transfers the new K'ASME key and the UE security capability to the MME via PS to CS HO request message.

4. The MME may further derive the CKSRVCC, IKSRVCC based on the new K'ASME key, or treat the received new K'ASME key as the concatenation of the CKSRVCC, IKSRVCC. Then the MME assigns the value of eKSI to KSISRVCC (maps eKSI to KSISRVCC) and transfers CKSRVCC, IKSRVCC with KSISRVCC, downlink 5G NAS COUNT and the UE security capability to the MSC server in PS to CS HO request message.

NOTE: MME and UE need to agree on how CKSRVCC, IKSRVCC are derived (e.g. via a new key generation procedure using K’ASME or treating K’ASME as a simple concatenation of CKSRVCC, IKSRVCC).
5. The MSC server sends the PS to CS HO response message to the MME.

6. The MME sends the Forward relocationHO response message including the security parameters in step 4 to the AMF.

7. The AMF sends HO command to the gNB, in which includes the security parameters in step 6.

8. The gNB sends the HO command to the UE, in which includes the security parameters in step 7. 

9. When the UE receives the message, it derives the new K'ASME key using the KAMF key and the current downlink 5G NAS COUNT, and identifies the CKSRVCC and IKSRVCC as the MME does.

If the SRVCC handover is not completed successfully, the new mapped CKSRVCC, IKSRVCC and KSISRVCC cannot be used. The MSC server enhanced for SRVCC shall delete the newly mapped SRVCC security context for the UE, including CKSRVCC, IKSRVCC and KSISRVCC.
**** END OF CHANGES ****

